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Summary of Face Recognition Progress

Last IFPC, we discussed
the continued
exponential reductionsin
error rates

Are these still occurring?
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Border Kiosk. ~ 1.3x reduction

in error rate in 3 years
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Is progress is slowing down, or are certain
datasets getting “solved” in constrained

use-cases?
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How consistently are these top 10 algorithms all getting the wrong
answer on the same comparisons? —
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Cases where quality issues cause errors

If all top performing algorithms fail on the same sample due to quality issues,
can we expect these cases to ever be “solved”?

Operationally, best you can hope for is to flag as low quality and reject in
many cases. Should we remove these samples from benchmarks, or give
vendors credit for flagging them instead?

Itis unclear what errors currently remain in NIST benchmarks that are getting
saturated.

Maybe there could be a “qualitative analysis” FRTE document that analyzes
remaining error cases in constrained test sets and shares the findings with
vendor community?

®2024 ROC | All Rights Reserved 10



Massive progress is still being made
on highly unconstrained use-cases

Frontal to profile matching is now quite accurate! ~95%
Rank-1accuracy on 1.6M database for several algorithms. (Of
course, mugshot frontal to profile is constrained use-case.)

Incorporating NIST FIVE as a new FRTE test set in the
ongoing benchmarks would be critically impactful

We are almost certainly still in the midst of exponential error
rate reduction on highly unconstrained data and now more
than ever need ongoing benchmarks that capture this
use-case

Images from:

B. Klare, B. Klein, E. Taborsky, A. Blanton, J. Cheney, K. Allen, P. Grother, A. Mah, and A K. Jain, "Pushing the Frontiers of Unconstrained Face
Detection and Recognition: IARPA Janus Benchmark A." Proceedings of the IEEE Conference on Computer Vision and Pattern Recognition (CVPR),

2015.
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Who is the most accurate vendor overall?

FALSE NON-MATCH RATE (FNMR)
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A ROC

Only two vendors
in the top 10 for
every benchmark

One of these two
is listed 5th overall
on the 11 online
leaderboard, even
they are #2 overall
in mean error rate

This is because
the table default
sorts by
Visa-Border error
rate

®2024 ROC | All Rights Reserved 12



What test sets are the most important?

Gallery MUGSHC MUGSHOT VISA VISA Yaw=4 BORDEF BORDER

FRTE online leaderboard defaults to sort by “Visa Border” error rate;
is this the most important dataset?

Or, are all seven listed datasets equally important?
What about sorting based on mean error rate across all test sets?

Most people seem to take the default ordering on the site as the
defacto ranking, even though it is sorted based on error rate for one
of the seven test sets listed

A ROC
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Challenges

Who is the most accurate vendor
for Identity Proofing / Mobile
Identity Verification?

No one knows! 9

Use-case involves comparing selfie face photo to drivers
license, passport or other ID card through a mobile app.

Despite being a massive use-case across banking and
enterprise ID verification, there is no ongoing benchmark
measuring what vendor is most accurate.

Perhaps Visa Border approximates to this use case?

The IRS and other USG agencies are deploying this
use-case, perhaps they can feed FRTE team some data?

D24 ROC | All Rights Reserved
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Are DeepFakes the biggest
threat to facial verification
use cases?

No



A ROC

Injection Attacks are the
biggest threat.

Both DeepFakes and - much worse - authentic face images
acquired from the public domain, can be presented to an
|dentity Verification system via sensor bypass (e.g., virtual
camera)

®2024 ROC | All Rights Reserved



What have we discussed so
far?

Certain FRTE benchmarks have saturated
Need to measure FNMR at lower FMR rates

Lack of ongoing benchmarks for rapidly
progressing use-cases (Mobile IDV,
Unconstrained) is a challenge

Face recognition algorithms have gotten
extremely accurate!!!

Qualitative analysis of errors more important
than ever

®2024 ROC | All Rights Reserved 17
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What are the implications of
these factors?



Amazing time for agencies
managing identity systems!

Dozens of face recognition algorithm providers
are offering elite, top-tier performance solutions

Critical procurement factors other than
accuracy can now be emphasized:

Cost

Customer support
Hardware requirements
Scalability
Trustworthiness

AHROC
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Face recognition solution providers have a lot
more work to

Keep delivering exponential improvements to unconstrained face recognition

Focus on accuracy improvements for constrained use case at very low FMR’s (1e-7
and lower)

Solve edge-case problems and broader facial analytics problems (injection attack,
age estimation, etc).

Are FR algos solving identical twins, or is this going to be handled via metadata (hint:
metadata works, algos may never)

®2024 ROC | All Rights Reserved
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Questions

brendan.klare@roc.ai

A ROC
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