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Unicamp Professor for almost 15 years
Expert in Artificial Intelligence and Complex Data  (23+ years)
Research in both theoretical and applied aspects of Artificial Intelligence

Reasoning for Complex Data (Recod.ai) Lab. Coordinator 
    > Recod.ai counts with ~350 collaborators worldwide
    > One of the largest and most productive in Latin America (LATAM)

IEEE Fellow 
Microsoft, Google e Tan-Chin Tuan Foundation Fellow
Asia Pacific Association AI Fellow 

Listed among the TOP-2% Scientists worldwide (According to Stanford/PlosOne Study)   

Visiting Professor to multiple institutions over the years
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Tag me

Univ. of Colorado, Colorado Springs





Historically, we've always 
relied on artifacts
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Artifacts

Acquisition

Illumination + Shadows

File structures 

Structural Properties (pixel, semantics, neighbors)

Compression
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Light Lenses

Exposition, Focus, 
Stabilization 

Filters

Infra-red 
Anti-aliasing 

Quality Enhancement

Imaging Sensors

CCD, CMOS...

Color Filter Arrays (CFA)...

Mosaic

• Demosaicing 
• White correction
• Sharpening
• Aperture and Gamma 

correction
• Compression
• … 

Image Processing Unit

Resulting 
Photography
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JPEG Signatures

http://m.eet.com


Structural Artifacts
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Challenges

Compression

Scale

Rotation

Illumination
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Multi-scaling

Going deeper into copy-move forgery detection: exploring image telltales via multi-scale analysis and voting processes. 
E. Silva, T. Carvalho, A. Ferreira, and A. Rocha. Elsevier Journal of Visual Communication and Image Representation (JVCI). Best Paper
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Then… everything 
changed



The era of 
Synthetic Reality

computerworld.com/article/3678172/how-synthetic-media-will-transform-business-forever.html



Synthetic Reality
AI-driven synthetic media 
Context 
Narratives



VISION OF 
THE FUTURE

NEW REALITY



> Data and Image from EveryPixel



Data! 
(as never before) 



Processing 
Power 



Artificial 
Intelligence



The Convergence Revolution, A. Rocha, 2023

Théâtre d'Opéra Spatial by Jason M. Allen



Jason Allen at his Atelier, Colorado, U.S.

https://www.cpr.org/2023/09/06/jason-allens-ai-art-won-colorado-fair-feds-deny-copyright-protection/







SORA



> Data and Image from TruePic.com



https://thispersondoesnotexist.com/



What can we do? 



Empower detection methods
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Ferreira, Anselmo, et al. "Behavior knowledge space-based fusion for copy–move forgery detection." IEEE Transactions on Image Processing 25.10 (2016): 4729-4742.
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30A. Rocha, 2023 – DeepFakes

Explore unseen telltales

Kong, Chenqi, et al. "Detect and locate: Exposing face manipulation by semantic-and noise-level telltales." IEEE Transactions on Information Forensics and Security 17 (2022): 1741-1756.
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31A. Rocha, 2023 – DeepFakesKong, Chenqi, et al. "Detect and locate: Exposing face manipulation by semantic-and noise-level telltales." IEEE Transactions on Information Forensics and Security 17 (2022): 1741-1756.
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Atributos  
Modificados

Faces 
Sintéticas (100%)

Faces 
Reais

Kong, Chenqi, et al. "Detect and locate: Exposing face manipulation by semantic-and noise-level telltales." IEEE Transactions on Information Forensics and Security 17 (2022): 1741-1756.















Fighting Spoofing 
(Presentation Attacks)



SYNTHETIC REALITIES: WHERE ARE WE?







Standardization (e.g., JPEG)

Regulation

Technical Solutions

Technological LiteracyActions



Democracy

Individual Freedom

Social ToleranceSocial Pillars



Synthetic Realities have

Social 
Political 
Psychological and 
Legal impacts



If not addressed properly
Synthetic Realities will 

undermine… 



Democracy

Individual Freedom

Social ToleranceSocial Pillars



Standardization

Regulation

Technical Solutions

Technological LiteracyActions

Horus project focuses on the last two actions!





Obrigado!
Merci / Thank You / با تشکر / 谢谢 / Grazie 

Danke / ًشكرا / Gracias
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