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Face Morphing
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Face Morphing

Source: http://www.piviandco.com/apps/mixbooth
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Morph=A+B

Image Source: NIST

Search or jump to...

B alyssaq [ face_morpher ' put

Source: http://www.facemorpher.com

Source: http://www.morpheussoftware.net

morphing

Source: http://www.morphthing.com

StyleGAN2 — Official TensorFlow Implementation

Adobe Photoshop <

Downloadable software

Source: https://github.com/alyssaq/face_morpher

S : https: | . face-| h-using- -cpp-pyth
Source: https://www.adobe.com/products/photoshop.html ource: https://www.learnopencv.com/face-morph-using-opencv-cpp-python

Source: http://www.fantamorph.com



Threats & Consequences

Automated Border Control Gate

Source:
http://www.futuretravelexperience.com/2016/01/automated-
border-control-e-gates-go-live-at-naples-airport/

Morphing poses a threat to entities that accept
user-submitted photos for identity credentials

Accomplice Attacker (other identity)

Source: Ferrara, Franco, and Maltoni, The Magic Passport, |IEEE International Joint
Conference on Biometrics, October 2014, pp. 1-7



Automated Face Recognition: Genuines, Impostors, and Morphs
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Face morphing: Current face recognition vulnerability NIST

Each dot represents a recent FR algorithm submitted to the NIST Ongoing FRVT 1:1 Verification Test
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Face morphing: Current face recognition vulnerability NIST

Each dot represents a recent FR algorithm submitted to the NIST Ongoing FRVT 1:1 Verification Test

0:800 - Low error rate
0.700 - o D 3 i ®

e os0. High morph vulnerability .

Q & 0.500

-g = 0.400 .

(7p] (@) =

— 4+ =0300

-+ o ()

O L =

O O E 0.200 A

LT 2 cybercore-002 (JP)

2 < E MMPMR: 24%

2 B }%8'888: FNMR: < 1%

2 £ o080

Q - $0.070 tinkoff-001 (RU)

- D 0.060 119

S @ = MMPMR: 11%

i 0.050

£EGC & FNMR: 2.4%

— ¥ 5 0.040

o g =

c o 0.030 1

o L]

o—_ ©

S = 0.020-

E GOAL: Low error rate, High error rate,

Low morph vulnerability Low morph vulnerability
8.008 . . . ! ! ! ! ! . . . n
0.002 0.003 0.005 0.010 0.020 0.030 0.050 0.100 0.200 0.300 0.500

False non—-match rate (FNMR) on non-morphed photos @ FMR=0.0001
Miss Rate on non-morphed photos 7



Rate

Morphing vulnerability trends

Developer A

Developer B

Developer C

Developer D

Developer E

Developer F

1.0 1

0.94

0.8 1

0.7 -

0.050 ~

0.030 A
0.020 ~

0.009 -
0.007 +

0.005 A

0.003 -
0.002 -

\
MORPHING ]

VULNERABILITY

ERROR RATE

GENERAL ALGORITHM

g

N N v
& & J
e P

<D

O S N &
ST P AN
PP

Algorithm Submission Date

Metric

MMPMR
- FNMR



FRVT MORPH Use Case: Morph Detection

Morph detection with single Morph detection with
image in isolation additional live capture image

(e.g., initial passport application)  |REEEEEE (e.g., morph on passport +
eGate webcam photo)

C = A+B. Morphed image
is contained in a passport A. Images of this image B2: This image represents a live
not available during capture during an eGate border

PASSPORT authentication crossing, say

Goal: | Detgrmine whether image being Goal: Determine whether image on passport is
submitted is a morph or not. morphed by using the additional information available
in the live capture image.

Image Source: NIST + USG employee with permission 9



FRVT MORPH Participation

Academia

e Hochschule Darmstadt (DE)

 Norwegian University of Science and Technology (NO)
 University of Bologna (IT)

 West Virginia University (US)

* University of Coimbra (PT)

Industry
 secunet (DE)
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False Detection Rate

Bona Fide Classification Error Rate (BPCER)

Morph Detection: Progress

September 2019
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Morph Detection: Progress

September 2019 September 2021

Dataset: Manual
APCER @ BPCER=0.01
and Algorithm

0.985 ntnussl_002 (single-image)
0.991 wvusingle_001 (single-image)
— = 1.000 hdaarcface_001 (differential)
1.000 hdabsif_004 (single-image)
1.000 hdabsif_004 (differential)
1.000 hdadfr_002 (differential)
1.000 hdadfr_003 (differential)
—— 1.000 hdafusion_001 (single-image)
— = 1.000 hdafusion_001 (differential)
0.054 = =4 1.000 hdalaplace_001 (single-image)
.‘] 1.000 hdalaplace_001 (differential)
| —— 1.000 hdalbp_005 (single-image)
| 1.000 hdalbp_006 (single-image)
| 1.000 hdalbp_006 (differential)

—— 1.000 hdaprnu_002 (single-image)
—— 1.000 hdaprnu_004 (single-image)
1.000 hdawl_000 (differential)

0.01 0.01 = = 1.000 hdawl_002 (differential)
= 1.000 unibo_000 (single-image)

0.51

0.2

Dataset: Manual

APCER @ BPCER=0.01

and Algorithm

—— 1.00 hdalbp_005 (single-image)

= 1.00 hdaprnu_002 (single-image)
1.00 hdawl_000 (two-image)

—— 1.00 unibo_000 (single-image)

0.14

0.051

0.021 0.024

Bona Fide Classification Error Rate (BPCER)
Bona Fide Classification Error Rate (BPCER)

False Detection Rate

# Morphs: 323, # Bona Fides: 1047389 # Morphs: 323, # Bona Fides: 1047389
0.005 T T T T T 0.005 T T T T T T
0.01 0.02 0.05 0.1 0.2 0.5 1 0.01 0.02 0.05 0.1 0.2 0.5 1

Attack Presentation Classification Error Rate (APCER) Attack Presentation Classification Error Rate (APCER)

Morph Miss Rate

single-image - = = differential
(two-image)

12



Morph Detection: Progress

September 2019

September 2021

November 2022

1 14
1 Dataset: Manual Dataset: Manual
] APCER @ BPCER=0.01 ] APCER @ BPCER=0.01
Q - o5 . 2 0.5
- T e and Algorithm & and Algorithm
. . w 0.357 secunet_002 (differential)
g 8 8 0.985 ntnussl_002 (single-image) [S) 0.954 visteam_000 (single—image)
0.991 wvusingle_001 (single-image) o = 0.969 visteam_001 (single-image)
o [ . . m = + 0.975 visteam_001 (differential)
© 021 Py — = 1.000 hdaarcface_001 (differential) ; 0.2 — 0975 wvusingle_002 (single-image)
C g § 1.000 hdabsif_004 (single-image) = 0.981 vistear?,OOO((diffelrenlial) )
. i i i 0.985 ntnussl_002 (single-image,
O - Dataset: Manual . 1.000 hdabsit_004 (t.ilfferenltlal) E 0.991 wvusingle_001 (single-image)
i = APCER @ BPCER=0.01 S 1.000 hdadfr_002 (differential) o — + 1.000 hdaarcface_001 (differential
o w01 and Algorithm w 1.000 hdadfr_003 (differential) o 011 }'888 Hgggz:;_ggi gzli?fglree;‘ltriv;ﬂge)
O s —— 1.00 hdalbp_005 (single-image) S 1.000 hdafusion_001 (single-image) 5 1,000 hdadfr_002 (ifrenta
GJ 5] — 1.00 hdaprna 002 (single-image) i = ~ 1,000 hdafusion_001 (differential) 3 _— }ggg EggfdJ;ngaog;"zriﬁgiglimage)
o £ 0057 1,00 hdawl_000 (two-image) £ 0.051 = 1.000 hdalaplace_001 (single-image) £ 0054 ~ - 1.000 hdafusion 001 %diﬁeremial)
q) @ S X . 2 1.000 hdalaplace_001 (differential) 2 1.000 hdafvdet_001 (single-image)
2] —— 1.00 unibo_000 (single-image) a I - £ 1.000 hdalaplace_001 (single-image)
= o | 1.000 hdalbp_005 (single-image) 5 1.000 hdalaplace 001 (differential)
0o 5 \ 1,000 hdalbp_006 (single-image) ° — 1000 ndalop. 005 (single-image)
T 402 o° 002 ' 1.000 hdalbp_006 (differential) o 0.02 S~ }ggg nglgg,ggg gli?fg:'z?trig'ii)ge)
S ool 2 0024 ) . iC 0.02 < : —
Q % % — 1.000 hdaprnu_002 (single-image) m ~— =+ 1.000 hdamag_001 (differential)
v g c —— 1.000 hdaprnu_004 (single-image) g N — }.ggg Rgaprnufggi gs!ng:e—!mage
— O S " . —_ 1 laprnu_t single-image
fas, o el 1.000 hdawl_000 (d!fferent!al) [ea] 1:000 hdawl_000 (differential)
0.01 0.01 = = 1.000 hdawl_002 (differential) 0.01 = + 1.000 hdawl_002 (differential)
L — 1000 une 00 ge-na = g oLty
# Morphs: 323, # Bona Fides: 1047389 # Morphs: 323, # Bona Fides: 1047389 # Morphs: 323, # Bona Fides: 1047389
0.005 T T T T T 0.005 T T T T T T 0.005 T T T T T
0.01 0.02 0.05 0.1 0.2 0.5 1 0.01 0.02 0.05 0.1 0.2 0.5 1 0.01 0.02 0.05 0.1 0.2 0.5 1

Attack Presentation Classification Error Rate (APCER)

Morph Miss Rate

Attack Presentation Classification Error Rate (APCER) Attack Presentation Classification Error Rate (APCER)

differential
(two-image)

single-image

13



Morph Detection: Challenges and Opportunities NIST
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Morph Detection: Challenges and Opportunities NIST

wvusingle_002 (single-image) secunet_002 (differential)

[1] U. Scherhag, C. Rathgeb, J. Merkle, and C. Busch. Deep face
representations for differential morphing attack detection, 2020.
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Morph Detection: Challenges and Opportunities NIST
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FRVT MORPH Use Case:

Morph Resistant Face Recognition

Image Source: NIST

Use Case: Test FR
algorithm resistance
against morphing

Protocol: Given image X and
image Y, produce verification
similarity score

Evaluation: ISO/IEC 30107-3

metrics

* Mated Morph Presentation
Match Rate (MMPMR)

* False non-match rate (FNMR)

* False match rate (FMR)

e Others TBD

17



Fraction of morphs where both subjects

matched morphed photo

Morph resistant face recognition performance
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Morph resistant face recognition performance
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Utility of 1:N search for morph detection

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S.DEPARTMENT OF COMMERCE
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Analysis of rank 1 and 2 similarity scores from 1:N face recognition search for morph detection

SCENARIO: RENEWAL A L=1p

Bona fide search image Morphed search image
(mated — subject in database) (ONE subject in database)

Morphed search image
(BOTH subjects in database)

F

l Score Rank 1 Score Rank l Score Rank

VERY HIGH
SCORES @ RANK 1 + 2

HIGH SCORES @
RANK 1 +2

HIGH SCORES
@ RANK1+2

All databases used in experiments contain bona fide imagery
Image Source: NIST + Public FERET Database 21



Analysis of rank 1 and 2 similarity scores from 1:N face recognition search for morph detection

SCENARIO: NEW ENROLLMENT NIST

Bona fide search image
(nonmated - subject
not in database)

Morphed search image
(no subjects in database)

Score Rank Score Rank

LOW SCORES @ RANK 1 + 2 LOW SCORES @ RANK 1 + 2

All databases used in experiments contain bona fide imagery
Image Source: NIST + Public FERET Database 22



Visualization of rank 1 and 2 similarity scores

| Scenario: RENEWAL
Scenario: NEW ENROLLMENT (multiple photos of one or both

(subjects do not exist in the database) : L
) subjects exist in the database)
Algorithm: nec_005 | Scenario: NEW ENROLLMENT Algorithm: nec_005 | Scenario: RENEWAL
1.04
0.575 1
091
® 0.550 o
3 8
& Probe type & 2 il Probe type
TC“ 0.525 bm%r:'?);ide % 0.8 1 : ‘:*:4‘»‘:;';"?:;;'5 E]%I’:grl:lde
¢ T
0.500 - 0.7
04751 —, . : .
0.48 0.50 0.52 0.54 0.6 0:7 0:8 ofg 1:0
Rank 2 Score Rank 2 Score

Large separation in score distributions
presents detection opportunity!
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Proof of concept: Morph detection results from training a

morph classifier with rank 1 and 2 scores

Scenario: NEW ENROLLMENT

Scenario: NEW ENROLLMENT

no morph subjects in gallery

5000 s S
3000 1

1000
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01001 “

BPCER (False Detection Rate)

0.01 005  0.10 0.50
APCER (Morph Miss Rate)

APCER @ BPCER=0.001
and 1:N Alg
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— 0.998 cubox_000
0.999 cloudwalk_mt_000
0.999 nec_005
— 0.999 idemia_009
— 0.999 clearviewai_000
0.999 sensetime_007
— 0.999 cognitec_006

Morph detection using 1:N face recognition
is not effective in a new enrollment scenario

BPCER (False Detection Rate)

Scenario:

Scenario: RENEWAL

one morph subject in gallery
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.0001

LTIl

O OO0 OO0 OO0 OO

-1 0.00101

0.01 0.05 0.10 0.50
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APCER g.}gg sensgt(i)rge,ow
@ BPCER=0.001 __ 555, QSgEX*OOO
and 1:N Alg 0.337 cloudwalk_mt_000

0.384 idemia_009
— 0.399 paravision_009
— 0.403 clearviewai_000
— 0.604 cognitec_006

RENEWAL

both morph subjects in gallery

0.5000 1
0.3000 1

0.1000 1

0.0500 ===
0.0300 1

0.0100
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0.0030

0.0005 1
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0.166 sensetime_007
— 0.199 cubox_000

0.204 nec_005
— 0.285 idemia_009

0.339 cloudwalk_mt_000
— 0.403 clearviewai_000
— 0.415 paravision_009
— 0.616 cognitec_006

Morph detection using 1:N face
recognition may be effective in a
renewal scenario (low false detection

rates attainable)
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Summary and closing thoughts...

* Modern face recognition is vulnerable to face morphing
 Automated morph detection has made notable progress

* One-to-many face recognition may have utility in morph detection
under certain scenarios
e Other potential mitigations

* Live enrollment (e.g., Norway, Sweden, Germany 2025!)

 Human involvement remains critical (training + strong secondary
verification processes)



Thank you!

Mei Ngan
National Institute of Standards and Technology (NIST)
US Department of Commerce
frvt@nist.gov
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