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This presentation material contains information which is proprietary to Paravision. Information 
contained herein shall not be disclosed or shared with others, copied, reproduced or otherwise 
used in whole or in part without written consent.

Opportunities, Threats, and Protection

Synthetics and Deepfakes

NIST IFPC 2022

1

Neda Eskandari, Machine Learning Lead at Paravision



©
 P

ar
av

is
io

n 
20

22
  |

 P
ro

pr
ie

ta
ry

 a
nd

 C
on

fi
de

nt
ia

l
TR

U
S

TE
D

 V
IS

IO
N

 A
I

2



©
 P

ar
av

is
io

n 
20

22
  |

 P
ro

pr
ie

ta
ry

 a
nd

 C
on

fi
de

nt
ia

l
TR

U
S

TE
D

 V
IS

IO
N

 A
I

→ Diusion models were 
introduced

→ Report showed that the 
amount of deepfakes 
doubles every 6 months.

→ Term “Deepfake” was 
introduced

→ Results of generative 
models became visually 
convincing

→ VAEs were available as 
generative models mainly 
for image retrieval

→ GAN was introduced

History of deepfakes and synthetics

Before 2014 2014 2021

3

2017-2018
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01 Type of data

→ Video
→ Image

02 Scope of imaging

→ Face
→ Body 
→ Background
→ Objects

03 Common digital manipulations

→ Identity swap
→ Expression swap
→ Audio to video
→ Text to video
→ Entire face synthesis
→ Face morphing
→ Aribute morphing
→ Adversarial aacks

Deepfakes/Synthetic media in computer vision aren’t just one 
thing

4
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Agenda Opportunities

Threats

Protections

5
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Opportunities
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→ For expanding the training datasets: the synthetic characteristics of the data should not conceal the core 
characteristics of the real dataset.

→ For expanding the benchmarking datasets: synthetic embeddings have to be good representative of real 
embeddings.

Opportunities: Entire face synthesis

7

Can synthetically generated faces be used 
for training and  benchmarking FR models?

Yes! If carefully generated, studied, and used.
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Opportunities: Entire face synthesis 

8

Internal light research model

Extra synthetic IDs

Extra new real  IDs

Internal dataset 
40K IDs, 930K images

Benchmarked the 
real benchmarks

Training dataset expansion:
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Opportunities: Entire face synthesis 

9

Wild benchmark Visa benchmark

Benchmarked real datasets:



©
 P

ar
av

is
io

n 
20

22
  |

 P
ro

pr
ie

ta
ry

 a
nd

 C
on

fi
de

nt
ia

l
TR

U
S

TE
D

 V
IS

IO
N

 A
I

Opportunities: Entire face synthesis 

Extra real faces

→ Blurrier

→ More extreme aributes and poses

→ Various lightings

Extra synthetic faces

→ Higher quality

→ Less extreme poses

10
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Opportunities: Entire face synthesis 

11

Can synthetically generated faces be used 
for benchmarking FR models?

Not for the highly precise FR model that had 
never seen synthetically generated faces 
before.

Pairs of 
imposter real 
faces 

Pairs of 
imposter 
synth. faces 

Mixed imposter 
pairs 
(real-synth)

SOLUTION: Introducing synthetic faces to the 
model during training.
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Opportunities: Entire face synthesis

More synthetic faces seen by FR model during training

Similarity distributions of real and synthetic  face pairs:
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→ More careful design and selection of synth faces

→ Careful selection of synthetic/real ratio

→ Introducing multiple synthetic faces per ID

How to leverage entire face 
synthesis?

13
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Opportunities: Deepfake videos

14
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Threats
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The technology to create hyper-realistic Deepfake 

imagery is now widely available. 

Deepfakes have a potential to create significant risks 

for: 

→ democracy

→ national security

→ business

→ human rights

→ personal privacy

Deepfakes are an emerging 
threat to security

16

Sources: 
Twier 03/16/2022, ABC  News, 06/24/2021, Evening Standard, 
09/30/2022, MIT Technology Review 09/12/2021, 
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→ Development of fully synthetic faces, which can 

be used to create fake identities and credentials

→ Lancaster University researcher: People can’t tell 

the synthetic from real

(Source hps://www.pnas.org/doi/10.1073/pnas.2120481119)

Entire face synthesis

Source: 
NPR 03/27/2022
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→ Replacing the face in a video or image with the 

face of another person

→ Applying the motion or expression from one 

person’s face to an image or video of another 

person’s face

Identity/Expression swap

18

Source: 
CTV News 09/19/2022

Source: 
Twier 03/16/2022
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Protections

19
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A lot of research exists on:

→ Deepfake images detection/aribution and 

manipulation detection

→ Deepfake videos detection/aribution and 

manipulation detection

20

Protections: in the literature
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Our observations

21
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The synthetic embeddings seem more clusterable than the 
real images

Our observations

22
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Our observations

23

Sampled real FFHQ faces:

Sampled average looking 
synthetic faces:

Sampled sophisticated 
synthetic faces:
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Paravision Synthetic Face Detection prototype
99.7% accuracy on detecting faces created with FFHQ and thispersondoesnotexist.com 

Sample Detected Synthetic faces Sample Detected Real Faces

24
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Progress in deepfakes generation 
and detection is being made

→ Paravision announced funding from a Five Eyes 

government for detecting deepfake videos

→ We are a building a multi-model production grade 

deepfake generator engine 

→ We are building a production grade deepfake detector



©
 P

ar
av

is
io

n 
20

22
  |

 P
ro

pr
ie

ta
ry

 a
nd

 C
on

fi
de

nt
ia

l
TR

U
S

TE
D

 V
IS

IO
N

 A
I

Paravision Deepfake Detection Software

26

Paravision Deepfake Detector Deepfake Generator

Deepfake Detector

Software

Core Technology

Production Requirements

Core Technology

Production Requirements
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“DFDT: An End-to-End DeepFake Detection Framework 
Using Vision Transformer” (March 2022)

→ While detecting familiar deepfake videos is a simple 

binary classification problem

→ Detecting un-familiar deepfake videos is not so easy

→ Significant drop of accuracy can be seen when 

benchmarking on wild deepfake data, compared to 

the generalized deepfake dataset

*celeb_df_v2 is a broadly used benchmark for generalized deepfake detection

Deepfake detection in the literature

27

mid 2017-mid 
2021

mid 2021-Now
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“DFDT: An End-to-End DeepFake Detection Framework 
Using Vision Transformer” (March 2022)

Initial internal research and results

28

mid 2017-mid 
2021

mid 2021-Now

Model name
AUC for benchmarking sets

hq_FFPP c40_FFPP celeb_df_v2
dfd_paravision 98.8 92.5 96.1

trained on research datasets: 

DeepFakeDetection + FaceForensics++
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Initial internal research and results

29

→In Paravision’s 4 months of R&D since mid 2022, our deepfake detector is 

performing at 96.1% accuracy on generalized dataset

→The progress so far is fully  based on our internal models instead of 

using o the shelf solutions

→We still need to test our detector against wild deepfakes 
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The main takeaways:

Synthetic faces 

→ can be used to expand the training datasets

→ can be used to expand benchmarking the datasets, only if the FR model had seen 

enough synthetic faces of same source during training

FR networks pre-trained on real faces 

→ can uncover several characteristics of synthetic faces, fully unsupervised

→ can make amazing deepfake detectors
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Thank you for your time.

Neda Eskandari, Ph.D.
Machine Learning Lead
neda@paravision.ai

31

Read more  → paravision.ai
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Dataset Aribution

32

Celeb DF V2
Li, Y. κ.ά. (2020) ‘Celeb-DF: A Large-scale Challenging Dataset for DeepFake Forensics’, στο IEEE Conference on Computer Vision 
and Paern Recognition (CVPR). Seale, WA, United States.

FFHQ
A Style-Based Generator Architecture for Generative Adversarial Networks
Tero Karras (NVIDIA), Samuli Laine (NVIDIA), Timo Aila (NVIDIA)
hps://arxiv.org/abs/1812.04948

FaceForensics++
Rössler, A. κ.ά. (2019) ‘FaceForensics++: Learning to Detect Manipulated Facial Images’, στο International Conference on 
Computer Vision (ICCV).

DeepFakes Detection
Dufour, N. κ.ά. (2019) ‘DeepFakes Detection Dataset by Google & JigSaw’.


