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Synthetics and Deepfakes

Opportunities, Threats, and Protection

Neda Eskandari, Machine Learning Lead at Paravision
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Deepfake porn is on the rise - and
everyday women are the target

CREEPY DEEPFAKE SHOWS BIDEN
SING THE "NATIONAL ANTHEM":
BABY SHARK

THIS IS EQUAL PARTS TERRIFYING AND
HILARIOUS.
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History of deepfakes and synthetics

Before 2014

- VAEs were available as
generative models mainly
forimage retrieval

2014 2017-2018
- GANwas introduced - Term “Deepfake” was
introduced

- Results of generative
models became visually
convincing

2021

- Diffusion models were
introduced

- Report showed that the
amount of deepfakes
doubles every 6 months.
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Deepfakes/Synthetic media in computer vision aren’t just one
thing

01 Type of data 02 Scope of imaging 03 Common digital manipulations
- Video - Face - |dentity swap
- Image - Body - Expression swap

- Background - Audio to video

- Objects - Text tovideo

- Entire face synthesis
- Face morphing

- Attribute morphing
— Adversarial attacks
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Agenda

Opportunities
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Opportunities: Entire face synthesis

Can synthetically generated faces be used w ( ,
- . > Yes!If full , , _
for training and benchmarking FR models? J L estlf carefully generated, studied, and used

- For expanding the training datasets: the synthetic characteristics of the data should not conceal the core
characteristics of the real dataset.

- For expanding the benchmarking datasets: synthetic embeddings have to be good representative of real
embeddings.
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Opportunities: Entire face synthesis

Training dataset expansion:

Extra synthetic IDs

Internal dataset
40K IDs, 930K images

Extranew real IDs

Internal light research model

.| Benchmarked the

real benchmarks
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Opportunities: Entire face synthesis

Benchmarked real datasets:

Wild benchmark Visa benchmark
B extra_real_IDs [ extra_synth_IDs B extra_real_IDs [l extra_synth_IDs
50k, FMR=10e-5 50k, FMR=10e-5
50k,FMR=10e-6 50k,FMR=10e-6
0.0 0.1 0.2 0.3 0.4 0.5 0.00 0.05 0.10 0.15 0.20
FNMR FNMR
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Opportunities: Entire face synthesis
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Extrareal faces Extra synthetic faces
- Blurrier - Higher quality
- More extreme attributes and poses - Less extreme poses

- Various lightings
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Opportunities: Entire face synthesis

Can synthetically generated faces be used w

for benchmarking FR models?

)

number of pairs

3500

2500

2000

Pairs of
imposter real
faces

Pairs of
imposter
synth. faces

Mixed imposter
pairs
(real-synth)

similarity scores

3s

Not for the highly precise FR model that had
never seen synthetically generated faces

before.

SOLUTION: Introducing synthetic faces to the
model during training.
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Opportunities: Entire face synthesis

Similarity distributions of real and synthetic face pairs:

6000

5000

3000

2000

1000

trained with real faces only!

. fake_pairs
= real_pairs

5000

4000

3000

2000

1000

trained with real + 5k synth faces!

= fake_pairs
s real_pairs

5000

4000

3000

2000

1000

trained with real + 50k synth faces!

More synthetic faces seen by FR model during training

. fake_pairs
= real_pairs
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How to leverage entire face
synthesis?

— More careful design and selection of synth faces
— Careful selection of synthetic/real ratio

- Introducing multiple synthetic faces per ID
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Opportunities: Deepfake videos
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Deepfakes are stealing the show
on ‘America’s Got Talent. Will
they soon steal a lot more too?

BY JEREMY KAHN
September 6, 2022 at 119 PM EOT

Startup Metaphysic has made it to the finals of "America's Got Talent” with live deepfakes of Simon Cowell and the other

A% NEWS HURRICANEIAN  LIVEUPDATES  POLITICS

WATCHNOW ()

CULTURE MATTERS

Kendrick Lamar uses deepfakes to morph
into Ye, Will Smith in new music video

In the video description for * am, ecial thanks to “South Park” creators

Pek] PlXel News Reviews Guides Learn Equipment

Deepfake Tech Used to Seamlessly
Remove Profanities from Movie

Iy

© s,
oG

wachon @oie L TRAILER

Filmmakers used deepfake technology to visually dub the new action-thriller Fall when they were asked
to remove the profanities from the film but did not have the budget to reshoot scenes.
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Deepfakes are an emerging
threat to security

The technology to create hyper-realistic Deepfake

imagery is now widely available.

Deepfakes have a potential to create significant risks
for:

- democracy

- national security

- business

- human rights

- personal privacy

@ RO CCONEWS Q[ @un | =
A deepfake of Ukrainian President Volodymyr Justin  Queen'sdeath  Watchlive Coronavirus  More -
Zelensky calling on his soldiers to lay down their
weapons was reportedly uploaded to a hacked
Ukrainian news website today, per @Shayan86 The Tom Cruise deepfake that set off ‘terror'in the

heart of Washington DC

ign Correspondent / By Mark Corcoran and Matt Henry

Posted Wed 23 Jun 2021 at 321pm, updated Sun 27 Jun 2021 at 8:16pm

8:53 AM - Mar 16, 2022 @
. Read the full conversation on Twitter
@ 857 @ Reply (& Copylink to Tweet

Read 145 replies

= Evening -Standard €

Former US ambassador says Russia is using ‘deepfakes to
impersonate him’

ARTIFICIAL INTELLIGENCE

A horrifying new Al app swaps womeninto
pornvideos with a click

Sources:
Twitter 03/16/2022, ABC News, 06/24/2021, Evening Standard,

09/30/2022, MIT Technology Review 09/12/2021,
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Entire face synthesis

- Development of fully synthetic faces, which can

be used to create fake identities and credentials

- Lancaster University researcher: People can't tell

the synthetic from real

(Source https://www.pnas.org/doi/101073/pnas.2120481119)

- OE oo
TECHNOLOGY

That smiling LinkedIn profile face might be
a computer-generated fake

March 27, 2022 - 7:00 AM ET
Heard on Morning Edition

.
A SHANNON BOND

° 7-Minute Listen

Source:
NPR 03/27/2022
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|ldentity/Expression swap

- Replacing the face in a video or image with the

face of another person

- Applying the motion or expression from one
person's face to an image or video of another

person’s face

Mikael Thalen @ L 4
@MikaelThalen - Follow Source:
Twitter 03/16/2022

A deepfake of Ukrainian President Volodymyr
Zelensky calling on his soldiers to lay down their
weapons was reportedly uploaded to a hacked

Ukrainian news website today, per @Shayan86

E - 1a &
t ' i Watch on Twitter
-

TORONTO | News

This is how an Ontario woman lost $750,000 in
an Elon Musk deep fake scam

> T [ ) os2ro02m

Source:
CTV News 09/19/2022
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Protections: in the literature

Alot of research exists on:
- Deepfake images detection/attribution and

manipulation detection

- Deepfake videos detection/attribution and

manipulation detection
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Our observations
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Our observations

The synthetic embeddings seem more clusterable than the
real images

100

tsne2

-50

fake_w_imgs
fake_ea_imgs
fake_sa_imgs
fake_b_imgs
real_w_imgs
real_ea_imgs
real_sa_imgs
real_b_imgs

-100 -5 -50 -25 [ P 50

peal 021, peaz: 035
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Our observations

Sampled average looking
synthetic faces:

pcal : 0.4, pca2: 0.14 pcal : 0.4, pca2: 0.17 peal : 039, pca2: -0.25

LE £8.

peal : -0.39, pca2: -0.17 peal : -0.39, pea2: 033

pa?

Sampled real FFHQ faces:

peal : 0.17, pca2: 001 peal : 0.23, pca2: 0.07

peal - 0.32, pca2: 0.05

00 01 02 03 04

Sampled sophisticated
synthetic faces:

pcal : 0,12, pea2: -0.02 pcal : 0.12. pca2: 0.04 pcal : 0.12. pca2: 0.04
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Paravision Synthetic Face Detection prototype

99.7% accuracy on detecting faces created with FFHQ and thispersondoesnotexist.com

Sample Detected Synthetic faces Sample Detected Real Faces

24
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paravision®

| The Cha_llen._'gre of Deepfakes and_
\ Wa'mwslgn,? \\VQ‘kIn to Tackle It

Why we are tackling deepfakes

paravision

Paravision Selected for
Deepfake Detection Program

Paravision Selected for Government
Deepfake Detection Program

Progress in deepfakes generation
and detection is being made

- Paravision announced funding from a Five Eyes

government for detecting deepfake videos

- We are a building a multi-model production grade

deepfake generator engine

- We are building a production grade deepfake detector
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Paravision Deepfake Detection Software

( Paravision Deepfake Detector Deepfake Generator

Core Technology

Production Requirements

Core Technology

Production Requirements

NN N

Software

Deepfake Detector w
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Deepfake detection in the literature

- While detecting familiar deepfake videos is a simple
binary classification problem

- Detecting un-familiar deepfake videos is not so easy

- Significant drop of accuracy can be seen when
benchmarking on wild deepfake data, compared to

the generalized deepfake dataset

*celeb_df_v2is abroadly used benchmark for generalized deepfake detection

Celeb-DF (V2)

Methods | AUC (%)
Two-stream [63] 53.8
Meso4 [35] 54.8
HeadPose [10] 54.6
FWA [12] 56.9
VA-MLP [34] 55.0
Xception-c40 [49] 65.5
Multi-task [68] 54.3
Capsule [69] 57.5
DSP-FWA [12] 64.6
TBRN [70] 734
Face X-ray [72] 80.5
SPSL [71] 76.8
F3-Net [73] 65.1
PPA [75] 83.1
DefakeHop [6] 90.5
FakeCatcher [15] 915
ATS-DE [7] 97.8
ADD-ResNet [18] 98.3
DFDT 99.2

“DFDT: An End-to-End DeepFake Detection Framework
Using Vision Transformer” (March 2022)

mid 2017-mid
2021

mid 2021-Now
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Initial internal research and results

Model name

AUC for benchmarking sets

hq_FFPP

c40_FFPP

celeb_df_v2

Celeb-DF (V2)

dfd_paravision

98.8

925

trained on research datasets:

DeepFakeDetection + FaceForensics++

961

\

Methods | AUC (%)
Two-stream [63] 53.8
Meso4 [35] 54.8
HeadPose [10] 54.6
FWA [12] 56.9
VA-MLP [34] 55.0
Xception-c40 [49] 65.5
Multi-task [68] 54.3
Capsule [69] 57.5
DSP-FWA [12] 64.6
TBRN [70] 73.4
Face X-ray [72] 80.5
SPSL [71] 76.8
F3-Net [73] 65.1
PPA [75] 83.1
DefakeHop [6] 90.5
......... FakeCatcher [15]............ . 915 . ...
ATS-DE [7] 97.8
ADD-ResNet [18] 98.3
DFDT 99.2

“DFDT: An End-to-End DeepFake Detection Framework

Using Vision Transformer” (March 2022)

mid 2017-mid
2021

mid 2021-Now



Initial internal research and results

—|n Paravision's 4 months of R&D since mid 2022, our deepfake detector is

performing at 96.1% accuracy on generalized dataset

— The progress so far is fully based on our internal models instead of

using off the shelf solutions

—We still need to test our detector against wild deepfakes
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The main takeaways:

Synthetic faces
—> can be used to expand the training datasets
— can be used to expand benchmarking the datasets, only if the FR model

enough synthetic faces of same source during training

FR networks pre-trainedonr

— Canuncover sever

30
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Thank you for your time.

Neda Eskandari, Ph.D.
Machine Learning Lead
neda@paravision.ai
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Dataset Attribution

Celeb DF V2
Li, Y. k.. (2020) ‘Celeb-DF: A Large-scale Challenging Dataset for DeepFake Forensics', oo IEEE Conference on Computer Vision
and Pattern Recognition (CVPR). Seattle, WA, United States.

FFHQ

A Style-Based Generator Architecture for Generative Adversarial Networks
Tero Karras (NVIDIA), Samuli Laine (NVIDIA), Timo Aila (NVIDIA)
https://arxiv.org/abs/1812.04948

FaceForensics++
Rossler, A. k.d. (2019) ‘FaceForensics++: Learning to Detect Manipulated Facial Images’, oto International Conference on
Computer Vision (ICCV).

DeepFakes Detection
Dufour, N. k.d. (2019) ‘DeepFakes Detection Dataset by Google & JigSaw'.



