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• Entry Exit System (EES)

• Border control personnell: 

• enrolling and establishing the identity of a 
first time traveller in the EES

• Control the identity of the traveller on later 
border crossings

• Training will be made for all ID-controllers

Assignment: 



Frontex: 

Impostors:  40 % of misuse of 
residence permits and passports 

The answer is not more knowledge of 
technical document examination –
more knowledge of facial comparison 
is key!

Why is it important?



Misuse of identity documents by foreign 
nationals 

It is assessed as highly likely that Norway 
will see an increase in imposters misusing 
genuine documents for illegal entry.

…

Two types of misuse of identity documents 
that represent particular threats to public 
security are impostors and morphing. Both 
types can be hard to detect, and so 
attractive modus operandi to criminals.

Norwegian Police 
Annual Threat Assessment



• AUTOMATED:

• “Automated recognition of individuals based on their biological 
and behavioural characteristics” (ISO/IEC 2382-37)
• i.e. a process carried out by machines

• MANUAL:

• Familiar facial recognition (humans)
• Effortless, instant, even with low quality imagery

• Unfamiliar facial recognition (humans)
• a face the observer has briefly been exposed to

• Unfamiliar face comparison/Facial comparison (humans)
• Difficult, not memory based, needs training

• (Moreton 2021:Expertise in applied face matching: training, forensic examiners, 
super matchers and algorithms)
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Introduction



Morphological analysis



Anatomy and stability in facial features



Image quality



Bias



Enrollment of biometric data

Hår

Dette fotoet skal du ikke godkjenne. 

Ansiktsområdet, fra pannen til haken 
og fra øre til øre, skal være godt synlig.

Be søkeren samle håret bak hodet.

?





Historical images



Morphological analysis

Eyes



MORPHOLOGICAL ANALYSIS 

Click to select a facial feature to learn about.i

Main menu

Eyes

Mouth

Ears
Nose

Marks

Lines

Choose a facial feature to learn how to analyse it and compare it to another, using morphological analysis.
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www.nidsenter.no/FACE



Thank you!

cathrine.fari@nidsenter.no


