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Threats on Face Recognition Systems (FRS) 
through Morphing
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Morphing – Introduction

FRS

Score < Threshold

Verified -> Accept
Ferrara, Matteo, Annalisa Franco, and Davide Maltoni. "The magic passport." In IEEE International Joint Conference on Biometrics, pp. 1-7. IEEE, 2014.
Raghavendra, R., Kiran  Raja, and Christoph Busch. "Detecting morphed face images." In 2016 IEEE BTAS, pp. 1-7. IEEE, 2016.
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Morphing – Introduction
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Morphing – Introduction

Ferrara, Matteo, Annalisa Franco, and Davide Maltoni. "The magic passport." In IEEE International Joint Conference on Biometrics, pp. 1-7. IEEE, 2014.
Raghavendra, R., Kiran  Raja, and Christoph Busch. "Detecting morphed face images." In 2016 IEEE BTAS, pp. 1-7. IEEE, 2016.
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Impact of Morphing on FRS

FRS should accept the genuine and reject the morphed image
Ferrara, Matteo, Annalisa Franco, and Davide Maltoni. "The magic passport." In IEEE International Joint Conference on Biometrics, pp. 1-7. IEEE, 2014.
Raghavendra, R., Kiran  Raja, and Christoph Busch. "Detecting morphed face images." In 2016 IEEE BTAS, pp. 1-7. IEEE, 2016.
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Impact of Morphing on FRS

COTS FRS – Accepts both subjects equally, crosses the threshold at 
operating points of FAR=0.01%.
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FRS

Ulrich Scherhag, Christian Rathgeb, Johannes Merkle, Ralph Breithaupt, Christoph Busch, Face Recognition Systems under Morphing Attacks: A Survey, in IEEE Access, 2019.
R. Raghavendra, K. B. Raja, and C. Busch. Detecting Morphed Face Images. In 8th IEEE International Conference on Biometrics: Theory, Applications, and Systems (BTAS), 2016. 
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FRS – With MAD

Ulrich Scherhag, Christian Rathgeb, Johannes Merkle, Ralph Breithaupt, Christoph Busch, Face Recognition Systems under Morphing Attacks: A Survey, in IEEE Access, 2019.
R. Raghavendra, K. B. Raja, and C. Busch. Detecting Morphed Face Images. In 8th IEEE International Conference on Biometrics: Theory, Applications, and Systems (BTAS), 2016. 

2D Face 
Image

Pre-
Processing Feature

Extraction
Decision

Detection of Morphed Face Face 
Recognition
System

Reject
Morphed 
Face

Bona fide
Face



Morphing Attack Detection - Obstacles for Research to Deployment NIST IFPC, 2020Kiran Raja, NTNU 11

Differential MAD (D-MAD) – Scenario
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Differential MAD (D-MAD) – Operations
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Morphing Attack Detection (MAD)

Ulrich Scherhag, Christian Rathgeb, Johannes Merkle, Ralph Breithaupt, Christoph Busch, Face Recognition Systems under Morphing Attacks: A Survey, in IEEE Access, 2019.
R. Raghavendra, K. B. Raja, and C. Busch. Detecting Morphed Face Images. In 8th IEEE International Conference on Biometrics: Theory, Applications, and Systems (BTAS), 2016. 
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Morphing Attacks – Challenges - Digital

Face image

ICAO 
Normalization

Face image

ICAO 
Normalization

Morphing

Bonafide

Morphed

Bonafide

Ferrara, Matteo, Annalisa Franco, and Davide Maltoni. "The magic passport." In IEEE International Joint Conference on Biometrics, pp. 1-7. IEEE, 2014.
Raghavendra, R., Kiran  Raja, and Christoph Busch. "Detecting morphed face images." In 2016 IEEE BTAS, pp. 1-7. IEEE, 2016.
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Morphing Attacks – Challenges – Re-digitized

Print Scan

Print Scan

Morphing Print

Bonafide

Scan Morphed

Bonafide

Raghavendra, R., Kiran Raja, Venkatesh, S., & Busch, C. (2017, October). Face morphing versus face averaging: Vulnerability and detection. In 2017 IEEE International Joint Conference 
on Biometrics (IJCB) (pp. 555-563). IEEE.
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Obstacles for deployment
- Low cost, but effective attacks
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GAN – Minimal Effort and Superior Attacks

Damer, N., Saladié, A. M., Braun, A., & Kuijper, A. (2018, October). MorGAN: Recognition vulnerability and attack detectability of face morphing attacks created by generative 
adversarial network. In 2018 IEEE 9th International Conference on Biometrics Theory, Applications and Systems (BTAS) (pp. 1-10). IEEE.

Example Morphed Images

Morphing Process
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GAN – Minimal Effort and Superior Attacks

Zhang, Haoyu, Sushma Venkatesh, Raghavendra Ramachandra, Kiran Raja, Naser Damer, and Christoph Busch. "MIPGAN--Generating Robust and High Quality Morph Attacks Using 
Identity Prior Driven GAN." arXiv e-prints(2020): arXiv-2009.
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GAN – Minimal Effort and Superior Attacks
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(c) ArcFace FRS: MorGAN based morph
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(e) ArcFace FRS: StyleGAN based morph
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Figure 1: Vulnerability analysis using COTS and ArcFace. The scatter

plots represents the comparison scores of morphed face image against two

contributing subjects.
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Figure 1: Vulnerability analysis using COTS and ArcFace. The scatter

plots represents the comparison scores of morphed face image against two

contributing subjects.
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GAN Based Morph AttacksLandmark Based Morph Attacks

Zhang, Haoyu, Sushma Venkatesh, Raghavendra Ramachandra, Kiran Raja, Naser Damer, and Christoph Busch. "MIPGAN--Generating Robust and High Quality Morph Attacks Using 
Identity Prior Driven GAN." arXiv e-prints(2020): arXiv-2009.



Obstacles for deployment
- Multiplicity of variates
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Morphing Attacks – Challenges – Re-digitized

Print Scan

Print Scan

Morphing Print

Bonafide

Scan Morphed

Bonafide

Raghavendra, R., Kiran Raja, Venkatesh, S., & Busch, C. (2017, October). Face morphing versus face averaging: Vulnerability and detection. In 2017 IEEE International Joint Conference 
on Biometrics (IJCB) (pp. 555-563). IEEE.
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Morphing Attacks – Challenges – Re-digitized

Print Scan

Print Scan

Morphing Print
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Raghavendra, R., Kiran Raja, Venkatesh, S., & Busch, C. (2017, October). Face morphing versus face averaging: Vulnerability and detection. In 2017 IEEE International Joint Conference 
on Biometrics (IJCB) (pp. 555-563). IEEE.
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Obstacles for deployment
- Scenario challenges
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Morphing Threats – Operational Constraints

Raghavendra, Ramachandra, Kiran B. Raja, Bian Yang, and Christoph Busch. "Automatic face quality assessment from video using gray level co-occurrence matrix: An empirical study
on automatic border control system." In 2014 22nd International Conference on Pattern Recognition, pp. 438-443. IEEE, 2014.

ABC Gate operational scenario testing
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MAD in Operational Scenario

Raghavendra, Ramachandra, Kiran B. Raja, Bian Yang, and Christoph Busch. "Automatic face quality assessment from video using gray level co-occurrence matrix: An empirical study
on automatic border control system." In 2014 22nd International Conference on Pattern Recognition, pp. 438-443. IEEE, 2014.

Images acquired from different cameras of ABC system
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MAD in Operational Scenario - Unsolved

Top cameraBottom camera

Bottom cameraTop camera

Laboratory Set-up

Realistic Operational Scenario



Obstacles for deployment
- Ethnicity, Age and Gender Challenges
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Ethnicity, Age and Gender

Raghavendra, R., Kiran Raja, Sushma Venkatesh, and Christoph Busch. "Face morphing versus face averaging: Vulnerability and detection." In 2017 IEEE International Joint Conference 
on Biometrics (IJCB), pp. 555-563. IEEE, 2017.

Impact of Ethnicity and Age on Morphing Creation
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Ageing and Passport Lifecycle

Subject�1 Subject�2

Morphed�image

Sample�2 Sample�3�

Bona�fide�samples�from�Subject�1

Sample�3�Sample�2

Bona�fide�samples�from�Subject�2

Age�gap
in�days

132 1578 92 1143

Age�gap
in�days

FRS

OR OR

OROR

COTS-I

COTS-II



Obstacles for deployment
- Generalization Challenges
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NIST – Tier 1 - Low Quality Morphs – S-MAD

https://pages.nist.gov/frvt/reports/morph/frvt_morph_report.pdf

Operational Needs

https://pages.nist.gov/frvt/reports/morph/frvt_morph_report.pdf
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NIST – Tier 2 - Automated Morphs – S-MAD

https://pages.nist.gov/frvt/reports/morph/frvt_morph_report.pdf

https://pages.nist.gov/frvt/reports/morph/frvt_morph_report.pdf
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NIST – Tier 3 - High Quality Morphs

https://pages.nist.gov/frvt/reports/morph/frvt_morph_report.pdf

https://pages.nist.gov/frvt/reports/morph/frvt_morph_report.pdf
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SOTAMD – State-Of-The-Art Results

Raja, K., Ferrara, M., Franco, A., Spreeuwers, L., Batskos, I., Gomez-Barrero, F.D.W.M., Scherhag, U., Fischer, D., Venkatesh, S., Singh, J.M. and Li, G., 2020. Morphing Attack Detection--
Database, Evaluation Platform and Benchmarking. arXiv preprint arXiv:2006.06458.

Print and scan (Re-digitized) AttacksDigital Attacks



Obstacles for deployment
- Challenge for Human Face Experts 
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Morphing Threats - Human Observer

Ferrara, Matteo, Annalisa Franco, and Davide Maltoni. "The magic passport." In IEEE International Joint Conference on Biometrics, pp. 1-7. IEEE, 2014.
Kramer, Robin SS, Michael O. Mireku, Tessa R. Flack, and Kay L. Ritchie. "Face morphing attacks: Investigating detection with humans and computers." Cognitive research: principles
and implications 4, no. 1 (2019): 28.

Observing better quality morphing by human observers
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Morphing Threats - Human Observer

Ferrara, Matteo, Annalisa Franco, and Davide Maltoni. "The magic passport." In IEEE International Joint Conference on Biometrics, pp. 1-7. IEEE, 2014.
Kramer, Robin SS, Michael O. Mireku, Tessa R. Flack, and Kay L. Ritchie. "Face morphing attacks: Investigating detection with humans and computers." Cognitive research: principles
and implications 4, no. 1 (2019): 28.

Observing better quality morphing by human observers
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Morphing Threats - Human Observer

Sensitivity = True 
positive / (True positive 
+ False negative)

Number of 
pairs

Error rate Number of 
participant

Experiment 1 80 48.5 80

Experiment 2 120 44.6 49

Experiment 3 49 16.8 1410

Ferrara, Matteo, Annalisa Franco, and Davide Maltoni. "The magic passport." In IEEE International Joint Conference on Biometrics, pp. 1-7. IEEE, 2014.
Kramer, Robin SS, Michael O. Mireku, Tessa R. Flack, and Kay L. Ritchie. "Face morphing attacks: Investigating detection with humans and computers." Cognitive research: principles
and implications 4, no. 1 (2019): 28.
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Original person left side. 50/50 morphed image in right side

Number of 
images

Error rate Participant

Experiment 1 49 68% 49

Experiment 2 49 21% 42

Morphing Threats - Human Observer

Ferrara, Matteo, Annalisa Franco, and Davide Maltoni. "The magic passport." In IEEE International Joint Conference on Biometrics, pp. 1-7. IEEE, 2014.
Robertson, D. J., Kramer, R. S., & Burton, A. M. 2017. Fraudulent id using face morphs: Experiments on human and automatic recognition.PLoS One, 12(3), e0173319.
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- Original person left side. 
- 50/50 morphed image in right side

Morphing Threats - Human Observer

Ferrara, Matteo, Annalisa Franco, and Davide Maltoni. "The magic passport." In IEEE International Joint Conference on Biometrics, pp. 1-7. IEEE, 2014.
Robertson, D. J., Kramer, R. S., & Burton, A. M. 2017. Fraudulent id using face morphs: Experiments on human and automatic recognition.PLoS One, 12(3), e0173319.
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Human Observer Accuracy – Benchmark

Ferrara, Matteo, Annalisa Franco, and Davide Maltoni. "The magic passport." In IEEE International Joint Conference on Biometrics, pp. 1-7. IEEE, 2014.
Robertson, D. J., Kramer, R. S., & Burton, A. M. 2017. Fraudulent id using face morphs: Experiments on human and automatic recognition.PLoS One, 12(3), e0173319.

Proposed benchmarking tool for iMARS
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Human Observer Accuracy – Benchmark

RANCHA GODAGE Sankini,  Investigating and Analyzing Human Observer Ability in Detecting Face Morph Attacks, Master Thesis NTNU, 2020

Digital 
images

Print and 
scanned

Morph image vs Bona-fide 48 48
Morph image vs ABC gate 

image
48 48

Post processed morph image 
vs Bona-fide

48 48

Post processed morph image 
vs ABC gate image

48 48

Bona-fide vs Bona-fide *20 0
Total 222 192
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Human Observer Accuracy – Benchmark

RANCHA GODAGE Sankini,  Investigating and Analyzing Human Observer Ability in Detecting Face Morph Attacks, Master Thesis NTNU, 2020
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Human Observer Accuracy – Benchmark

RANCHA GODAGE Sankini,  Investigating and Analyzing Human Observer Ability in Detecting Face Morph Attacks, Master Thesis NTNU, 2020
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Unsolved Challenges in MAD

• Given the number of covariates impacting the MAD performance
such as age, gender and ethnicity, accurate and better algorithms
need to be developed.

• Print and scan process reduces the MAD accuracy to a larger extent –
need further research for developing generalizable algorithms.

• Human detection performance should be studied in a standardized
manner to understand the key factors in spotting the morphing
attacks on FRS – helpful in border control.
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