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Comment
Comment #|Section Page #| Line # (Include rationale for comment) Suggested Change
These lines state "Derived PIV credentials are unaffected when the subscriber replaces their PIV Card
with
488 a new one (reissuance) or when the PIV Card is lost, stolen, or damaged." However, this is contradicted
1 2.3 Maintenance; 19 20| 89 :g( on the next page where it states "When an authenticator associated with a derived PIV credential is There needs to be clear, consistent language on what happens to a derived credential in the instances of a lost, stolen, or
2.4 Invalidation ! 528-530 compromised (e.g., damaged PIV card. The PIV card is terminated when it is lost, stolen, expired, etc. during the reissuance process.
lost, stolen, or damaged), that derived PIV credential SHALL be invalidated as described
below. All derived PIV credentials associated with a given PIV Card SHALL be invalidated
when the associated PIV identity account is terminated.
3.2.1 Allowable This section focuses on phishing-resistant multi-factor or single-factor cryptographic authenticators, but
2 Authenticator 23 632 P g R s vptog Ap ! Suggest providing examples of both types of authenticators that can be used to meet these requirements.
Types does not provide a list of examples of commonly used authenticators.
B.1.2. Derived PIV The CHUID was deprecated per FIPS-201-3 "Removal of the previously deprecated Cardholder Unique
3 Application Data 28 829 | Identifier (CHUID) authentication mechanism and deprecation of the symmetric card authentication key Provide update on whether the CHUID is used for Derived PIV or remove reference.
Model Elements and visual authentication mechanisms (VIS)" Does this still apply for derived PIV credentials?
S t changing to -- : "After th licant has b thenticated, a derived PIV credential MAY be i d and
. The statement reads as if associating the derived PIV credential with the identity account is optional? | uggest changing to ) er 'eapp ‘cant has e'en au' en !ca €d, a derive cr'e entia . € Issuedan
4 2.2 Initial Issuance | 17 433 L. . SHALL be associated with the cardholder’s PIV identity account. The newly issued derived PIV
don't think that is correct and should be re-phrased. X . ) ) ) "
credential SHALL be represented in the cardholder’s PIV identity account.
Line states "Accordingly, issuers
. MAY place a limit on the number of active derived PIV credentials that a subscriber may L i ) . .
5 2.2. Initial | 18 |449-451 S t d d level of d d credential ts.
nitiatissuance have." What is the recommended number of derived credentials that are considered to be at a secure uggest providing guldance on secure level of derlved credentlal assighments
level?
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