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Who is Who in Compliance: Personas and Roles



Persona’s use of Compliance Artifacts 
Compliance as Code vs. Policy as Code  



Operational platforms
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functionality

Operational platforms
executing compliance 

functionality
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Catalog

•Validate format
•Validate constraints
•Publish

Component 
Definition 

•Validate format
•Verify integrity of 
references to 
controls

•Create ‘component 
provider’ template

•Integration test 
target-provider

•Publish

Profile (exactly 1)

•Validate format
•Check required 
parameters are set

•Check for mutual 
exclusions

•Trigger SSP 
generation

System Security 
Plan (exactly 1)

•Validate format
•Generate detailed 
inventory

•Propagate 
configuration 
information to Ops 
system.

•Generate 
components from 
targets

•Generate default 
SAP 

System Assessment 
Plan

•Validate format
•Inform Auditree/ 
collectors

•Generate audit 
samples

System Assessment 
Results

•Validate format
•Trigger collection  / 
analysis from 
operational system

•Notify downstream 
consumers

•Publish results

Plan of action and 
milestones

•Validate format
•Publish results
•Create issues in 
management 
system

•Publish / print / 
accept results

Operational platforms
executing compliance 

functionality

Test compliance
configuration 

Audit analytics (Harvest / Auditree)

Test inventory
collection

Operational platforms
executing compliance 

functionality

Articulate audit
requirements

Report 
compliance status

Deploy compliance
configuration

Collect 
Inventory

NIST’s OSCAL language provides a standardized set of artifacts for 
compliance that can interoperate with operational systems. 
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DevSecOps provides a pattern for minimizing ‘waterfall’ roadblocks which 
can be leveraged for compliance.

Everything as code 
providing cross team 

visibility
Automated testing & 

verification 
Systematic logging and 
monitoring of systems

Trestle leverages this pattern for building compliance artifacts as code.



Conceptual Architecture

Core OSCAL models

OSCAL adapter

Trestle repository

Repository API CLI Markdown CLI
Tasks and 

Transformers

Specialized Cloud / 
FedRAMP SSP Workflows

Format conversions to/from 
OSCAL

(e.g., spreadsheet, word doc, 
native artifacts)

Governed regulatory 
control content authoring 
and approval workflows

OSCAL editing Content authoring

Core Trestle

Plugins
(trestle-fedramp)

Trestle Base

Editing / authoring
/ transformation
APIs and CLIs

Applications
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Trestle CLI

Requirement: As a new user to OSCAL the objects are extremely complex, I 
want tooling to help manage and create OSCAL files. 

• Trestle provides functionality to manage large OSCAL files as fragments in a directory tree

• Utilities include generating object skeletons, import validation and release management on git 
based platforms

• Example below – use trestle to breakdown large OSCAL files to ease viewing / manipulation
• (https://ibm.github.io/compliance-trestle/tutorials/trestle_sample_workflow

Trestle used to break down an 
OSCAL catalog

Trestle merging and validating 
content meets schema / extended 
requirements

https://ibm.github.io/compliance-trestle/tutorials/trestle_sample_workflow/
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Trestle SDK: Tasks and Transformers

Requirement: Using trestle as an SDK to safely and 
automatically create OSCAL artifacts (Transitioning 
from 3rd party content to OSCAL)

• In order for OSCAL to provide value a set of converters are required 
from various formats.

• Trestle contains transformers which can be used both as an SDK and 
a CLI (e.g.: https://ibm.github.io/compliance-
trestle/tutorials/task.tanuim-to-oscal/transformation/)

• Trestle conversion SDK is the basis for 3rd party conversions into IBM 
‘Security and Compliance Centre’

• Trestle OSCAL object model can easily be used  to convert content:
• Excel files
• XML content

• Demos https://github.com/IBM/compliance-trestle-demos/

https://ibm.github.io/compliance-trestle/tutorials/task.tanuim-to-oscal/transformation/
https://github.com/IBM/compliance-trestle-demos/
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Content Authoring

Requirement: As as service team I would like to provide documentary artifacts to 
architecture / compliance / security only once.  

• Based on an internal use case: Service teams are burdened by operational requirements
• Particularly when multiple audits / reviews need to be conducted in parallel

• trestle author, combined with tests of OSCAL content, are used to enforce service teams follow 
templating.

• Templates distributed by using `git submodules` for global consistency

• This allows CISO (as an example) teams to pull information from service teams confidently for reviews / audits 
/ external documents.

• Allows service teams to manage all required artifacts in their VCS system and only have one system for 
approvals.

• Simplified demonstration using arc42 architecture templates.
• https://github.com/IBM/compliance-trestle-arc42-demo/

https://github.com/IBM/compliance-trestle-arc42-demo/
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Agile Authoring: SSP generation

• Requirement: As an a ‘system security plan’ author 
I need a workflow that allows me to have SMEs 
authors and reviewers edit and approve in parallel. 

• ‘System security plans’ are complex documents requiring multiple 
users to edit and review

• Migrated SSP creation to per-control markdown in Github enterprise 
allowing users to edit individual files.

• Markdown provides an easy transformation path to oscal / HTML  / 
other outputs.

• trestle author ssp-generate and ssp-assemble manage 
the workflow allowing information to be aggregated.

• CICD to validate that users content.

• Used for producing audited documentation currently.

https://ibm.github.io/compliance-trestle/trestle_author/
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Markdown 
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ProfilesMarkdown 

ProfilesMarkdown 
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SCC (Technical)
generic automated orchestrator

Policy Profile as 
Compliance as Code

Result,
Inventory

Exchange Protocol
(OSCAL-based)

Governance, Risk, and Compliance (GRC)
Regulations, Standards, Laws

(full posture orchestrator)

Policy Results

BPM (Process)
generic process orchestrator

Manual 
(Admin, Facilities)…

Red Hat ACM/ACS
OpenShift specialized orchestrator

IBM SCC
IBM specialized orchestrator & 

rules assessment & enforcement
Tanium

specialized orchestrator…
Policy as 

Kubernetes resource
Result,
Inventory

OCP Compliance Operator
Container/OS rules assessment

OCP GateKeeper
Container rules (Kube policy) 

enforcement…

Policy as 
custom artifact 

Result,
Inventory

OpenSCAP
specialized rules assessment and enforcement

Custom Interface
RedHat CIS

Cloud 
Policy and Rules
Orchestrators

Cloud Platform 
Rules Tools

Kubernetes Interface Kubernetes Interface
No 
Result

Policy as 
custom artifact

Result,
Inventory

Custom Interface
Windows CIS

Enterprise 
Policy and Rules 
Orchestrators 

Policy / Results

GUI

Exchange Protocol
(OSCAL-based)

Exchange Protocol
(OSCAL-based)

Operating System
Rules Tools

GUI GUI

GUI GUI GUI

ResultsPolicy / Results

GRC Framework

Git


