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BF Service

Infrastructure & Technology Stack Access Control

® BF Tool App *

v’ Create, save, edit, graph, upload, download, parse °
formal BF Vulnerability Specifications

® Authentication
v NIST Okta (for NIST researchers)
v APl Keys support ready

Cloud Platform: NIST AWS Environment
Operating System: Windows Server 2025
Compute Environment: Amazon EC2

® L ® Authorization
Application Layer: ASP.NET Core MVC /.NET 10 (C#)

® 30+ Uls & APIs

v' BF Functionalities — parse, graph, backward trace

v' BF datasets — generate & filter BFCWEs, BFCVESs, Security Rules, Descriptions,
BF Taxonomies, LL(1) CFG, Relations, Transitions, Operations Flow

v' BF-specific Roles

® Database Layer: SQLite or MS SQL Server v Across APPs. Uls & APIs

Potential Impact
Bugs Framework (BF): BF APPs, Uls, and APIs

_ ® : : . -
Irena Bojanova, Inventor/Creator, Pl & Lead, NIST BF Direct access to centralized BF functionalities
o .
B Real-time access to shared BF datasets
= BF PPis a We icati s A f ability ification, save it in the 2 it in 3 machine- e bas ® I BF I
BF Tool APP The BF Tool APP is 2 Web application) that allow users to create 3 new BF Vulnerability speci »catlc?n, ave it in the BF da.ta.bas-.e, download it in 3 machine-readable baze CO lla bo ratlve NVD a ugme ntatl on
{-bfv), full (.bfwul), or core (.bff) XML, JSON, or YAML format, and open or upload and browse previously created BF specifications. It demonstrate how the BF taxonomy and
causation and propagation rules tie together into the strict BF formal language. It uses the BFVUL tool functionality to generate graphical representations of the BF formal ® . . . . .
specifications to enhance understanding. Highly informed cybersecurity R&D innovations
A
BFVUL Examples FVUL Examples AP messuiean  Bugs Framework (BF): BF Tool APP for Formal Specification of Security Vulnerabilities
APP and BF GUI -
5 AT Irena Bojanova, Inventor/Creator, Pl & Lead, NIST BF
BF GUl Tool to r
bfwul, or _bff for P
BF Chaim EFVLIL ID Title (reguired) CVE ID CW55 We p\e F "OO\' P\P
DVL & BFCWVE-2018-17181 0L Injection in OpenEMR before 5.0.1 Patch 7 p CVE-2018-171281 Eﬁa‘ ‘ \ t\ov\ \,\a B eﬂ.‘-a"_\o(\
“£\C O eS
! : s : L C\"\
Text File Extention Graph File Extention Deawhon g Report Ay 5‘)6 ‘(\'\ca\ Rep
Missing Code in ME to Sanitize Tramsferred data using Format mechanism (prepend backslashes toc w00, o, v % ' " and xla) im e(ab\ G(ap
u"@) YML : | JISON ( : | YAML ".éf‘ VG | : \ oPT ONG Codebase source code [pnnal.flib_f'éml in Local execution space (likely only access to the host database) leads to Query Injection Code With,_Fix BF \’\)\x\ “_\O“ O“
[S0L Injection) final error, which can be exploited toward Information Exposure (IEX) or Data Tampering (TPR) security failure. https//github.com/openemr/openemr/commi GGV\GVG
Code_With_Bug &
BFVUL/BFCVE v
BFVe BFVs API The BFVs APB/A
Filrer By XClass, ¢ BF Weakness 1 BF Failure(s)
Generated Description
Peer Consequence Peer Cause _FLR Missing Code (in port:
o EX likely via $pid = §_REC
BFVULs 8FVULs API The BFVULs APF ACE backslashes to the foll
Filrer 8y :Class, ( BF Class Bug Operation Final Error DOs (portal,lib/appsqglclas:
_INF & o oat TPR Query Injection [SOL |
EII‘:; ° :-1155'Iﬂg Code B Validate B E EIllr'ul.-"li::l Data B information Exposure
8FFs BFFs AP The BFFs APP/A _MEM Erroneous Code Sanitize Injection BF Speciﬁcaﬁ on ﬂf CVEZ2018-17181
Filrer By Class, ( MAD Specification Query Injection ) . .
MM Linder-Restrictive Policy —ommand Injection SQL |nJECtIDn In DpEHEMH thﬂ re 5.0.1 PatCh 7
MLUS Cheer-Restrictive Policy Source Code Injection
_ DAT Data Parameter Injection
BFVUL Files SFVUL Files AP The BFVUL Files el e o e Imecion Input/Output Check (_INP)
MRS Tampered Data Data Validation (DVL)
TCW C pted Policy Data
—~ TCR Tarmpered Po Oy L'ai3 I I 1 I
BFVUL Types BFVUL Types AP The BEVUL Type ' ' i Code Bug Operation Injection Final Error
for provided BF
Missing Code . Sanitize N Query Injection
partalAudit] p 3dd_escape_custom(] - =Gl Injection - portalAudit() Srec, Saudit]'patient id'] SQAL Injection
BFVUL Graphs BFVUL Graphs AP The BFVUL Grag
Filrer By:Title, Dy ' .
B T O p= el Wb Language Mechanism Source Code Execution Space Data State
rpr— N — N php p Format Codebase Local Transferred
8F Description BF Description AP The BFVUL Desc¢ Safelist ' Stored _ ++ add_escape custom() wraps with portal/lib/appsqgl.class.php access to only to http parameter request via ;'I
Denylist In Use ' - - nysqli_real_escape_string() to #HL172 nost database Spid =5_REQUEST[ pid'] f,f“!
Format v Transferred L portal/lin/appsglclass.php p repend hackslashes to -
, A L el L i fSslal = L _______--" - -
DENLL Schema SONHE Schema A1 e EENIRche - - Trace W00, \n, Ay, o, 0, \xla — /
wraps mysqgli_real_escape_string() P http request parameters, likely via P o y
. A p f,
Source Code F /!
Failure (required) --Select Failure-- v Final Error --Select Final Error-- ZTIEIEEE ' s / !
Third-Party # 172 / II|
- Standard Library = 2 : / , |
SF Backward BF Backward AP| The BFVUL Back Failure Failure |
' — deeper underst: . . BFVUL Author(s) a .
enables the dev portal/lib/appsql.class. php#lL 172 rena Bojanova, Milo Reed
capabilites could - \ ¥,
fault of each vul Execution Space A N Y.
<2 = EX /" TPR
rmin 08/05/2026 . . AN .
Zare-Metal = Bug \Dperannn Error Fault Final Error .~ . Failure

likely only access to the host

BF, |. Bojanova

Bojanova | (2024) Bugs Framework (BF): Formalizing Cybersecurity Weaknesses and Vulnerabilities. (National Institute of Standards and Technology, Gaithersburg, MD), NIST Special Publication (SP), NIST SP 800-231. https://doi.org/10.6028/NIST.SP.800-231
U.S. Patent Application No. PCT/US2025/038662, Bugs Framework (BF) — A System for Formal Specification of Cybersecurity Weaknesses and Vulnerabilities, Definition of Secure Coding Principles, and Generation of Weakness and Vulnerability Datasets and Vulnerability Classifications. Inventor: Irena Bojanova, NIST.

08/13/2026


https://doi.org/10.6028/NIST.SP.800-231
https://doi.org/10.6028/NIST.SP.800-231
https://doi.org/10.6028/NIST.SP.800-231

	Slide 1

